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Abstract 
Introduction. This study conducts a scoping review and comparative analysis of 
human information behaviour following data breaches, with a focus on information 
avoidance. Drawing on parallels with health information behaviour, the research 
explores how the psychological repercussions of data breaches are shaping 
cybersecurity victimhood and behavioural responses to digital information post-
incident. 

Method. An interpretive, scoping review methodology is employed to map literature 
across cybersecurity and health domains. Sources were identified through 
systematic searches of academic databases, focusing on conceptual overlaps 
between data breach victimisation and health-related information avoidance. 

Analysis. Comparative thematic analysis was conducted to identify shared 
psychological and behavioural traits. Key dimensions included emotional distress, 
cognitive dissonance, institutional distrust, and uncertainty management. Analysis 
is synthesised into tables to highlight conceptual convergence. 

Results. The findings reveal significant parallels between data breach victims and 
people avoiding health information. Both groups exhibit avoidance driven by 
anxiety, perceived threats, lack of control, and distrust. Psychological repercussions 
manifest as digital disengagement, selective exposure, and changes in information 
behaviour. 

Conclusion. Information avoidance among data breach victims reflects a complex 
interplay of emotional, cognitive, and social factors. Understanding these 
mechanisms is essential for designing supportive interventions and extending 
health information behaviour theory into the cybersecurity domain. 
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Introduction 
In an increasingly interconnected digital landscape, the frequency and scale of cybersecurity 
incidents, particularly data breaches, are emerging as critical risks with far-reaching consequences 
for people affected by them as they seek to protect themselves and their information from harm 
online. In the United States, the Federal Bureau of Investigation’s Internet Crime Complaint Center 
recorded 3,204 data breaches and reported losses totalling USD 364,855,818 in 2024 (Internet 
Crime Complaint Center, 2024). These incidents go beyond technical failures and result in 
significant life-altering human consequences including psychological trauma, physical health 
issues, social disruption, and economic hardship. 

Research gap 
While research has examined the psychological impacts of cybercrime, little is known about how 
these experiences shape victims’ information behaviours. Existing literature provides limited 
empirical insight into the ways cybersecurity incidents, particularly data breaches, influence how 
individuals seek, process, and avoid information. Without this foundational understanding, 
authorities and organisations lack effective strategies to respond to patterns of information 
engagement resulting from victimisation. Moreover, it is important to distinguish between public 
notions of ‘victimisation’ (e.g., a hacked account) and victims’ subjective experiences – how 
individuals interpret, internalise, and respond to critical incidents. Specifically, there is a notable 
gap in understanding the information behaviours victims of a data breach adopt: do they modify 
their online exposure or withdraw from online activities altogether in order to prevent further 
harm? 

Aim of this paper 
This study reviews research on the psychological impacts of data breaches, with a focus on how 
they shape victims’ information behaviours, particularly tendencies toward information avoidance. 
The extant literature is limited and primarily drawn from psychology and computer science.  
Although prior studies have examined victims’ responses to data breaches (Ayaburi, 2023; Mayer 
et al., 2023; Mayer et al., 2021; Zou et al., 2018), research explicitly addressing information avoidance 
remains limited. This study seeks to fill that gap by focusing on victims’ tendencies to avoid 
information following breach incidents. To address this, the study draws from comparative insights 
from human information behaviour and presents the findings from a scoping review (Howell & 
Shepperd, 2012; Miller & Mangan, 1983), addressing the following research questions: 

RQ1.  How can the phenomenon of cybersecurity victimhood be conceptualised to better         
understand the psychological impacts on individuals and their subsequent information  
 behaviours? 

RQ2.  What parallels exist between information avoidance and related behaviours in the context  
of cybersecurity victimisation and established findings from health-related human information 
behaviour research? 

RQ3.  How can insights from health-related human information behaviour and information 
avoidance research inform a preliminary mapping of the psychological impacts of cybersecurity 
incidents on information behaviours, thereby providing a foundation for future studies in this 
domain? 

Significance of the study 
This research addresses a critical need within cybersecurity response and restitution programs, 
for understanding how human information behaviour changes as a result of a data breach and the 
extent to which responses may be intentional or unintentional and result from psychological and 
social harm. Understanding this behaviour is crucial for developing effective support mechanisms, 
including access to information services for victims of cybercrime.  



Information Research, Vol. 31 No. ISIC (2026) 

116 

By drawing on established health related human information behaviour research, particularly 
information avoidance and selective exposure (Fischer et al., 2005), this study brings valuable 
insights to cybersecurity where such understanding is scarce. This interdisciplinary approach will 
highlight the necessity of expanding understanding of information avoidance and selective 
information exposure to other domains.   

Research design 
Research methodology 
This research employs a qualitative, interpretivist approach to scoping and evaluating current 
research on changing information behaviours among data breach victims, with a focus on 
information avoidance and comparing this with human information behaviour research in health 
contexts. This enables a comparative analysis of concepts, gaps, and parallels between responses 
to data breaches and health information.  

Research process 
The approach taken follows five key steps adapted from Arksey and O’Malley (2005) for scoping 
literature reviews: 

1. Identifying the research question: Questions are defined around conceptualising cybersecurity 
victimhood, exploring parallels with health-related human information behaviour, and 
applying information avoidance insights to cybersecurity contexts. 

2. Establishing research context: This step summarises key human information behaviour and 
information avoidance literature, to provide a foundation for the research, with core 
concepts of human information behaviour, information avoidance, and cybersecurity, 
situating the study within its theoretical and empirical context. 

3. Identifying relevant studies for comparative analysis: This involved a comprehensive search of 
electronic databases, including Scopus, Google Scholar, ProQuest, EBSCOhost, and reference 
lists. Keywords for data breach(es), cybersecurity, cybersecurity victim, victimisation, 
victimhood, information behaviour, information avoidance, selective exposure, health, health 
information and psychology were combined using Boolean operators and targeted filters for 
precision.  

The review covers English-language sources from 2015 to 2025 to show contemporary 
perspectives on cybersecurity. Eligible sources included peer-reviewed journal articles, 
conference and symposium proceedings papers, and book sections, resulting in an initial set 
of 554 articles. 

4. Study selection: Studies were selected by applying inclusion and exclusion criteria. Titles and 
abstracts were first screened to exclude irrelevant works; this was followed by a full-text 
review of remaining articles to confirm eligibility and relevance to the research aims. 90 
papers closely aligned with the research focus were identified and selected for comparative 
analysis in Sections 5 and 6. 

5. Charting analysis and findings: This step involves systematically extracting, collating, and 
analysing key findings on human information behaviour and information avoidance to 
identify conceptual parallels in health and cybersecurity contexts. Analysis is presented 
through tables and narrative summaries, highlighting similarities, patterns, and gaps to 
inform comparative analysis and guide future research directions. 
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Research context 
Victims of cybercrime 
As government and organisations extend digital services, personal information is increasingly 
exchanged online (Whitson & Davis, 2001). It is an information environment that involves both the 
push and pull dynamics of personal information required for products and services exchange. It is 
the rapid, loosely regulated accumulation of personally identifiable information across these 
channels that has intensified cybersecurity risks (Zaeifi et al., 2024). As vast amounts of client data 
are collected and disseminated without sufficient safeguards, the number of cybersecurity 
incidents and data breaches continue to rise, ultimately affecting individuals. 

The rise of cybersecurity incidents 
The threat landscape includes malware, online fraud, and identity crimes (Voce & Morgan, 2023). 
However, data breaches, defined as the unauthorised access or disclosure of personal information 
(OAIC, 2025a), represent the most critical issue people face in scale and impact (Khan et al., 2022). 
The Australian Notifiable Data Breaches Report: July to December 2024 (OAIC, 2025b) recorded 595 
breaches, a 15% increase from the previous six months. High-profile breaches included Optus, a 
major Australian telecommunications provider (2022), which affected 10 million customers; 
Medibank, Australian health insurance provider (2022), which impacted 9.7 million customers; and 
Qantas, a flagship airline (2025), comprising 6 million customers. Collectively, these incidents 
exposed the personal information of tens of millions of Australians, underscoring the far-reaching 
consequences for victims.  

The impacts of data breaches 
Data breaches violate privacy and trust (Kamkar & Duquette, 2021), frequently leading individuals 
to reassess their digital engagement. Victims experience anxiety, shame, depressive symptoms, 
and diminished self-esteem (Cross et al., 2016; Kaakinen, 2018), with these psychological effects 
extending offline and contributing to social withdrawal and isolation (Barnett et al., 1996; Palassis 
et al., 2021). 

Research indicates that cyberattacks can evoke psychological responses comparable to those 
triggered by terrorism and political violence, with implications for both societal cohesion and 
individual trauma (Shandler et al., 2023). This threat environment is further exacerbated by 
perpetrator anonymity, which amplifies risk perception, intensifies anxiety, and discourages 
victims from using online resources (Cheng et al., 2020; Kaminska & Duquette, 2021).  

The rise of cybercrime highlights the need to understand victims’ behavioural adaptations. While 
anxiety (Bada & Nurse, 2019) and withdrawal (Riek et al., 2016) are documented, less is known about 
proactive coping strategies like selective information exposure or intentional disengagement 
(Wang, 2024). Furthermore, responses have prioritised organisations over individuals. Muzatko and 
Bansal (2024) call for research into how victims navigate digital environments post-breach, 
including decisions to limit online engagement.  

Human information behaviour 
Human information behaviour encompasses how individuals seek, process, use, and interact with 
information, including the influences of cognitive, emotional, social, and situational factors (Spink 
& Cole, 2004). It encompasses both active information seeking and passive reception, and the 
routines and practices people develop to engage with information (Savolainen, 2017). Dervin and 
Nilan (1986) emphasise the individual's active role in shaping information needs through meaning-
making, arguing that this process stems from a cognitive drive to create order and coherence from 
stimuli and thereby enabling greater control and purpose. In this study, information is any distinct 
signal or source that informs fundamentally influencing behaviour, thought, decision-making, 
emotion, and social interaction (Case et al., 2023; Velmans, 1991).  
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Information needs arise not only during problem-solving scenarios, like health diagnoses, which 
create immediate needs to understand situations and outcomes (Case et al., 2023), but also from 
curiosity, social connection, or entertainment. From a cognitive perspective, internal knowledge 
structures are continually updated, and any situation where existing mental models are 
insufficient, due to complex problems or simple curiosity, drive the resolve to adjust (Belkin, 1990). 
In today’s digital environment, a shift from scarcity to overabundance has transformed 
engagement, creating risks of overload and disengagement. Faced with excessive or conflicting 
information, some users may disengage entirely, a phenomenon coined as information avoidance 
in human information behaviour research (Sweeny et al., 2010), and closely linked to selective 
exposure to information (Fischer et al., 2005). 

Information avoidance 
With online engagement, increasing numbers of researchers have highlighted the growing 
relevance of information avoidance, including its role in responses to public health messaging 
during health crises (Huvila & Gorichanaz, 2025). Information avoidance, defined as ‘any behaviour 
intended to prevent or delay the acquisition of available but potentially unwanted information’ 
(Sweeny et al., 2010), encompasses evading sources, withdrawing from disclosure environments, 
or ignoring cues. Initially conceptualised as a psychological defence mechanism against anxiety 
(Sweeny et al., 2010), it aligns with cybersecurity victims’ behaviour, especially when considered as 
a strategic response to the impacts of data breach.  Qi et al. (2024) further framed it as a deliberate 
behavioural strategy where individuals weigh emotional strain, risks, and costs against perceived 
benefits, reflecting a shift from viewing avoidance as unconscious protection to an intentional 
decision.  

Selective exposure is closely associated with information avoidance and has been extensively 
studied through psychological and cognitive behavioural lenses (Hart et al., 2009; Sweeny et al., 
2010). Research shows that individuals often seek information that confirms existing beliefs while 
avoiding contradictory content (Neal et al., 2024; Nickerson, 1998), and can be driven by anxiety, 
fear, self-efficacy, and locus of control (Case et al., 2005; Foust & Taber, 2024; Golman et al., 2017). 
Several studies have examined cognitive dissonance, emphasising that individuals tend to avoid 
information that challenges their existing beliefs and self-perceptions (Miller & Mangan, 1983; 
Narayan et al., 2011; Sultana et al., 2023). 

Contemporary perspectives recognise selective exposure as a nuanced manifestation of 
information avoidance that encompasses both selection and avoidance behaviours (Case et al., 
2023). Building on this, Hicks et al. (2024) framed avoidance as practices that moderate information 
engagement by reducing intensity, limiting control, or filtering content, emphasising that 
avoidance is not inherently maladaptive but a complex, potentially beneficial information practice 
(Hicks et al., 2024; Smith et al., 2008; Sweeny et al., 2010). 

Research on information behaviour and avoidance has been applied across diverse disciplines, 
including health sciences (Davies & Harrison, 2007), business (Auster & Choo, 1993), law (Sutton, 
1994), psychology (Lévai et al., 2024), and communication studies (Agarwal et al., 2022), reflecting 
growing interdisciplinary engagement (Agarwal, 2023; Foust et al., 2023). Cybersecurity, which is 
now central to individuals, organisations, and national security (Hytönen et al., 2022; Schiliro, 
2023), provides a critical context for extending this field.  

Charting identity in data breach narratives 
Victim, survivor, affected individual, or data subject? 
The terminology used to describe individuals affected by data breaches varies and includes victim, 
affected individual, survivor, and data subject. Constructing identity through the vocabulary used 
in data breach narratives is crucial as it shapes societal perceptions, legal responses, and individual 
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agency. Each term carries substantive implications for psychological wellbeing and legal standing 
following breach events. 

The term victim emphasises harm and liability and invokes sympathy (Golladay & Holtfreter, 2016). 
The term survivor shifts focus to resilience and empowers affected individuals while highlighting 
systemic failures in data governance (Hurtado et al., 2021). Affected individual acknowledges harm 
without subjectivity, while data subject rooted in legal frameworks like the General Data Protection 
Regulation (GDPR) diminishes personal trauma (GDPR, 2016).  

Terminology framing individuals affected by data breaches 
Victim remains the dominant term across academia, government, and media. A July 2025 
PressReader search for data breach AND victim yielded 1,990 English-language media articles from 
the prior year. In contrast, data breach AND survivor returned 150 articles, over 90% of which 
referenced unrelated contexts (e.g., domestic violence) in PressReader. Affected individual 
appeared in only seven articles (two incident-related), while data subject appeared 41 times, 
primarily in legislative discourse.  

The term victim underscores harm and vulnerability (Golladay & Holtfreter, 2016), consistent with 
dictionary definitions, whereas survivor connotes resilience and proactive risk management 
(Hurtado et al., 2021). Legal frameworks typically favour neutral terms such as affected individual 
or data subject (e.g., Office of the Privacy Commissioner of Canada, HIPAA, NIST).  

In psychological contexts, adopting survivor terminology fosters empowerment and control, and 
this seems particularly relevant to cybersecurity incidents that may induce trauma (Delker et al., 
2019), as it gives shape to coping strategies. While victim may reinforce helplessness, survivor 
encourages positive, protective behaviours (Van Dijk, 2020; Delker et al., 2020), that may extend to 
include processing breach information, safeguarding digital assets, and recalibrating trust in digital 
systems. 
 

Jurisdiction Legal framework Terminology 

used 

Rationale/approach 

European Union 
(2016) 

General Data Protection 
Regulation (GDPR) 

Data subject Neutral; emphasising legal standing 
and agency rather than victimhood 

United States  Consumer protection Laws 
(Legal Information 
Institute, 2025)   

Affected 
consumer / 
Resident 

Reflects consumer protection 
framework while avoiding 
presumption of harm that 'victim' 
implies 

United Kingdom  EU GDPR (2016) / Data 
Protection Act (2018) 

Data subject Maintains consistency with EU 
approach, emphasising legal 
standing rather than victimhood 

Canada (2018) Personal Information 
Protection and Electronic 
Documents Act (PIPEDA) 

Affected 
individual 

Acknowledges impact without 
presuming degree of harm 

Australia (2018) Privacy Act / Notifiable Data 
Breaches scheme 

Affected 
individual 

Acknowledges impact without 
presuming degree of harm 

New Zealand (2020) Privacy Act Affected 
individual 

Acknowledges impact without 
presuming degree of harm 
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Japan (2022) Personal Information 
Protection Act 

Principal Formal; emphasising individual's 
primary relationship to their data 

Singapore (2012) Personal Data Protection 
Act 

Individual Neutral term avoiding any 
presumption about impact or harm  

Table 1: Terminology used in different jurisdictions. 

Table 1 illustrates how variations in terminology across jurisdictions and data protection laws 
reflect legal frameworks governing individual rights and corporate responsibilities. Terms like 
affected individual or data subject assign a clear legal status without presupposing harm and 
distinguish individuals from corporations in the context of cyberattacks (Bygrave, 2020; Mantelero, 
2018; Sargiotis, 2024). 

While companies are responsible for safeguarding data and may suffer financial or reputational 
harm when a breach occurs, individuals’ rights to data protection and recourse are legally 
established in these contexts (Schwartz & Peifer, 2017; Solove & Citron, 2017). However, the 
recourse available is often procedural and lengthy. In Australia, it typically requires first seeking a 
response directly from the company whose security failed; if unresolved, the matter proceeds to 
the Office of the Australian Information Commissioner for investigation and may culminate in legal 
action involving other areas of law, like Australian Consumer Law. 

Neutral terminology risks shifting the burden of proof onto individuals, who must demonstrate 
harm, like emotional distress, to pursue legal recourse. By adopting neutral language, legal 
discourse directs attention to existing legal rights and organisational accountability, but does not 
acknowledge the affective dimensions of suffering. This tendency aligns with broader societal 
shifts favouring survivor narratives that emphasise resilience and active coping (Herman, 2015). 
Although legal frameworks rarely use the term survivor explicitly, such terms frame victims as 
empowered actors, aligning with human information behaviour research that views selective 
information exposure as a deliberate strategic response (Hicks et al., 2024). 

A literature search across academic databases reveals notable differences in terminology 
describing individuals affected by data breaches. Searches were conducted in ProQuest, Scopus, 
and ten Tier-1 cybersecurity journals, which are highly ranked publications recognised for rigorous 
peer review, high impact factors, and strong influence on scholarly discourse. The results, 
summarised in Tables 2 and 3, reflect usage patterns across key terms (Criteria: Published 2015–
2025; Language: English; Full-text only). Table 2 presents term frequencies in academic databases, 
while Table 3 shows terminology prevalence in Tier-1 journals. 
 

 Key terms  ProQuest Scopus 

'Data Breach' and 'Victim' 309 1,093 

'Data Breach' and 'Survivor' 1 83 

'Data Breach' and 'Affected Individual' 3 24 

‘Data Breach’ and ‘Data Subject’ 3 213 

Table 2: Key terms used in academic databases. 

 



Information Research, Vol. 31 No. ISIC (2026) 

121 

Journal Survivor Data 
subject 

Affected 
individual 

Victim 

IEEE Transactions on Dependable and 
Secure Computing 

0 25 0 3 

IEEE Transactions on Information 
Forensics and Security 

0 1 0 1 

Journal of Cybersecurity 0 6 6 1 

IEEE Security and Privacy 0 3 0 21 

IET Information Security 0 0 0 0 

ACM Transactions on Privacy and Security 0 1 0 8 

Journal of Cryptology 3 45 1 67 

Cryptologia 1 17 0 0 

Computer Law & Security Review 0 0 27 60 

ACM Transactions on Computer Systems 0 3 0 102 

Total number of usages 4 101 34 263 

Table 3: Key terms used in 10 Tier-1 journals on computing and cybersecurity. 

The term victim features prominently in academic databases and journals (ProQuest: 309; Scopus: 
1,093), reflecting a persistent framing of data breaches as events causing definitive harm. This 
reinforces narratives of victimisation and human cost (Golladay & Holtfreter, 2016; Hay & Ray, 2019; 
Kilovaty, 2021), and from a social and psychological perspective, the label risks stigmatisation and 
secondary harm by implying passivity, contradicting empowerment-focused recovery approaches 
(Delker, 2022). Furthermore, since not all victims experience tangible negative outcomes or self-
identify with the term, its use can misalign with lived experience (Budimir et al., 2021). 

How data breach terminology shapes understanding of victimhood 
The variation in terminology varies across context: public and academic discourse often use victim 
to acknowledge harm, while legal terms like data subject or affected individual aim to avoid 
assumptions about harm severity (Solove & Citron, 2016). Survivor implies response and recovery 
and, while empowering, it may not reflect the initial state of those impacted, particularly when 
many lack resources to respond effectively.  

This research adopts victim to emphasise violations of autonomy, privacy, and security, while 
distinguishing between victimisation (a harmful event), and victimhood (the defining social, 
psychological and discursive frame). By focusing on individuals affected by data breaches, the term 
victim allows this study to centre on the lived experience of people rather than organisations. 
Unlike companies, which can draw on institutional resources, individual recourse is often slow and 
uncertain.  

Understanding the impacts of a data breach through the lenses of affected individuals, data 
subjects, and survivors is an important part of victimhood. However, this study prioritises the 
human impact, acknowledging the psychological, social, and practical consequences experienced 
by individuals whose personal information has been compromised. This perspective recognises the 
agency, power, and strategic choices that data breach victims exercise through their information 
practices. 
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Distinctive traits of data breach victims 
Cybersecurity and psychology research highlights changed behaviours among data breach victims, 
driven by psychological traits that extend beyond financial and technical harm. Victims often 
experience prolonged emotional distress, including anxiety, vulnerability, and institutional 
distrust, especially when breaches involve sensitive personal or health-related information. These 
are compounded by uncertainty surrounding delayed identity misuse and poor institutional 
support (Sears & Cunningham, 2024; Cross & Holt, 2025). Yet, these behaviours remain 
underexplored within the framework of human information behaviour. This section addresses that 
gap by identifying key psychological traits, like anxiety, distrust, and vulnerability, and mapping 
them to corresponding information avoidance behaviours. 

The psychological repercussions of data breaches 
Data breaches have profound psychological tolls on individuals, extending beyond financial loss to 
a sustained erosion of trust and autonomy, cognitive overload, and feelings of helplessness 
(Kilovaty, 2021; Sears & Cunningham, 2024). The breach of institutional trust constitutes a distinct 
harm, as victims confront material consequences including violations of personal privacy. Research 
indicates that the anxiety experienced is not fleeting, but a persistent psychological response to 
perceived loss of control over one’s data and life (Bada & Nurse, 2019; Nurse, 2018). Despite 
remediation mechanisms, organisational and regulatory frameworks frequently neglect the 
emotional aftermath, leaving victims unsupported.  

Unlike other cybercrimes, the enduring ambiguity that data breaches generate regarding the scope 
of exposure and potential misuse of information causes stress, hypervigilance, and a cycle of 
psychological distress (Jansen & Leukfeldt, 2018; Palassis et al., 2021; Sears & Cunningham, 2024). 
PTSD-like symptoms include intrusive thoughts, emotional withdrawal, and avoidance behaviours, 
such as avoiding information about a breach or the digital service that was breached (Pfleeger & 
Caputo, 2012; Rhoads, 2023). Information avoidance, while protective, may also signal deeper 
trauma, underscoring the need for institutional responses informed by shifts in human information 
behaviour. Unlike physical theft, digital breaches lack clear recovery pathways, exacerbating 
helplessness and disempowerment. 

The Medibank Private Health Insurance breach in Australia exemplifies the heightened 
psychological impact of compromised health information, where fear of public disclosure triggered 
shame, anxiety, and vulnerability (Rhoads, 2023). The central concern remains the persistent 
uncertainty surrounding future exploitation of compromised data. Responses to breaches vary, 
shaped by factors like financial loss, data sensitivity, and institutional inaction. Emotional distress, 
while a recognised mediator between harm and coping, risks oversimplifying the complexity of 
victims’ experiences (Li et al., 2019). Moreover, inadequate support structures compound 
helplessness and hinder recovery (Koch & Adeleye, 2019). 

Nobles (2022) describes ‘risky disengagement’ as a response to cognitive and emotional strain, 
wherein individuals overwhelmed by alerts and protocols withdraw from safe practices. Cognitive 
overload impairs decision-making, as mental fatigue undermines vigilance. Recovery is often 
protracted and burdensome, involving account monitoring, credential changes, and institutional 
engagement. These efforts, perceived as disproportionate to uncertain benefits, may foster futility 
and disengagement (Bryant, 2025). Over time, victims may ignore future warnings or change online 
patterns to reduce exposure (Kirlappos et al., 2013; Stanton et al., 2016). 

Behavioural adaptations in the aftermath of data breaches 
This research frames information avoidance following data breaches not as anomalous, but as an 
emotional and behavioural response to a perceived threat, loss of control, and trauma. Evidence 
shows such reactions often lead to digital withdrawal as a psychological response (Barbour et al., 
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2012; Hayes et al., 1996; Hoffmann et al., 2016). Information avoidance may include reduced online 
activity, reluctance to engage with compromised services, or complete disengagement.  

LaRose et al., (2008) proposes that individuals who perceive a threat as severe but feel incapable 
of responding effectively are more likely to disengage than take constructive action. This response, 
rooted in low self-efficacy and heightened vulnerability, can extend to denial, deferment, and 
emotional withdrawal (LaRose et al., 2008; see also Chu & Liu, 2023). Recent findings support this 
perspective. Verizon (2023) found that individuals often ignore security alerts due to low 
confidence in their ability to respond, and such disengagement reflects an adaptive strategy for 
reducing cognitive and emotional strain rather than irrational behaviour (Barbour et al., 2012; 
Hicks, 2024; Liu, 2022). 

Information avoidance serves as a coping mechanism to ease emotional strain, ranging from 
temporary retreat to sustained disengagement (Hicks et al., 2024; Liu & Chen, 2024; Park et al., 
2024; Riek et al., 2016). For example, Brashers (2001) found that individuals awaiting genetic test 
results often postpone accessing the report or avoid discussions to manage distress, preserve 
equilibrium, and maintain a sense of control amid uncertainty.  Table 4 synthesises these findings 
and provides a foundation for the following section, which draws on health information avoidance  
research to establish a comparative framework for theorising the information behaviours of data 
breach victims. 

Category Characteristic Description Reference 

Psychological 
repercussions 
 

Psychological distress; 
Anxiety 

Persistent worry, emotional turmoil, 
and agitation following a data breach, 
may intensify with sensitivity of 
exposed data. 

Bada & Nurse (2019); Nurse 
(2018); Jansen & Leukfeldt 
(2018) 

Violation of privacy and 
autonomy  

Sense of boundary infringement and 
powerlessness, eroding self-efficacy; 
May correlate with financial loss, data 
misuse, and resolution time, mediating 
coping behaviours. 

Palassis et al., (2021); Sears & 
Cunningham (2024); Li et al. 
(2019); Stanton et al. (2016); 
Bryant (2025) 

Helplessness; Loss of 
control; Loss of confidence 

Victims feel powerless due to lack of 
involvement in the breach and limited 
ability to prevent future harm. 

Palassis et al. (2021); Sears & 
Cunningham (2024); Jansen 
& Leukfeldt (2018) 

Victimisation severity Distress influenced by extent of 
financial loss, data misuse, and 
resolution time, mediating coping 
behaviours. 

Li et al. (2019) 

Persistent uncertainty; 
Heightened vulnerability 

Ongoing ambiguity about data 
exposure and use, leading to amplified 
perceptions of risk. 

Sears & Cunningham (2024); 
Jansen & Leukfeldt (2018) 

Chronic stress; 
Hypervigilance; 
Hyperarousal; Fatigue 

Long-term activation of stress 
response system, marked by sustained 
alertness, physiological tension, and 
exhaustion. 

Jansen & Leukfeldt (2018); 
Palassis et al. (2021); Nobles 
(2022) 

Cognitive overload; 
Intrusive thoughts; 
Negative cognitions 

Mental exhaustion from constant 
security demands, recurrent 
involuntary breach-related thoughts, 
and pessimistic beliefs. 

Nobles (2022); Jansen & 
Leukfeldt (2018); Sears & 
Cunningham (2024) 

Trauma; Fear; PTSD Deep distress and intense 
apprehension, may be triggered by 
exposure of highly sensitive personal 
information; and post-trauma stress 

Golladay and Holtfreter 
(2016); Pfleeger (2012) and 
Rhoads (2023) 
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Category Characteristic Description Reference 

disorder (PTSD) developed after 
experiencing a data breach. 

Behavioural 
Response  

Changing online 
engagement  

A continuum of avoidance that can 
range from minor changes in online 
habits (e.g., selectively securing 
accounts) to complete disengagement 
from digital life. 

Hayes et al. (1996); Barbour 
et al. (2012); Riek et al. (2016) 

Abandoning not adopting 
safeguards 

Distrust and low self-efficacy are 
associated with reduced trust and 
confidence in managing threats, 
leading users to abandon platforms 
rather than adopt protective measures. 

Hoffmann et al. (2016); 
LaRose et al. (2008) 

Ignoring breach 
notifications and security 
alerts  

Driven by feelings of helplessness or 
low self-efficacy, individuals may 
ignore warnings about breaches or 
security alerts, as they feel incapable of 
responding effectively. 

Verizon DBIR (2023) 

Selective information 
filtering  

To manage emotional distress, 
individuals may actively filter or avoid 
threat-related information and news 
about data breaches. 

Brashers (2001); Barbour et 
al. (2012) 

Excessive monitoring of 
accounts or devices 

Ongoing account monitoring due to 
fear of re-victimisation, leading to 
heightened anxiety and reduced 
quality of life.  

Jansen & Leukfeldt (2018) 

PTSD responses -
withdrawal, hyperarousal, 
and negative cognitions  

PTSD symptoms include intrusive 
thoughts, digital withdrawal, 
hyperarousal, and negative cognitions 
developed after prolonged exposure to 
uncertainty and perceived threat. 

Mateu et al. (2020); Pfleeger 
(2012); Pfleeger & Caputo 
(2012); Rhoads (2023) 

Table 4: Summary of psychological repercussions and behavioural responses to data breaches 

The prevalence and drivers of health information avoidance 
This section reviews the prevalence and underlying drivers of health information avoidance as 
human information behaviour that are both widespread and nuanced. The research shows that, 
although the frequency and causes vary across populations and health issues (Barbour et al., 2012; 
Melnyk & Shepperd, 2012), avoidance is not incidental. Rather, it reflects a complex interplay of 
psychological, cognitive, and social mechanisms which shape how individuals engage with health 
information. 

Psychological drivers of health information avoidance 
Health information avoidance is described as driven by emotional distress, cognitive dissonance, 
and perceived lack of control (Brashers et al., 2002; Case et al., 2005; Melnyk & Shepperd, 2012; 
Sairanen & Savolainen, 2010). Karlsson et al. (2009) describe this response as the ‘ostrich effect’, a 
tendency to avoid threatening situations to reduce anxiety and fear. Emotional distress leads 
individuals to disengage from information perceived as overwhelming. Similarly, Festinger’s (1957) 
theory of cognitive dissonance offers an explanation of how individuals may reject or ignore health 
information that conflicts with their personal beliefs, thereby preserving a coherent self-concept. 
Howell and Shepperd (2012) illustrate this in dietary habits, where individuals dismiss risk-related 
information to avoid confronting long-term consequences. 
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Howell and Shepperd (2013) found that perceived powerlessness intensifies information 
avoidance , transforming it from passive reaction to deliberate coping. This is evident in hereditary 
conditions like breast cancer, where individuals may avoid learning early symptoms due to low 
coping capacity or belief in futility (Melnyk & Shepperd, 2012). Some responses may be automatic 
and uncontrolled (Howell et al., 2016). 

When coping resources are low, or core beliefs challenged, selective exposure may arise as 
strategy, such as seeking information that confirms existing beliefs while avoiding threatening 
information (Fischer et al., 2005; Hart et al., 2009; Tsang, 2017). Brashers et al., (2002) demonstrate 
how information avoidance can have a collective dimension, as a strategic response enacted by 
individuals, family members and health care providers as a mechanism for reducing stress. 

Cultural and community dynamics further shape avoidance, with stigma and fear of judgment 
deterring engagement in contexts like mental illness, HIV/AIDS, and substance abuse (Earnshaw 
& Chaudoir, 2009).  

Information overload and source credibility concerns further complicate individuals’ willingness 
to engage with health information (Case et al., 2005; Sweeny et al., 2010). Social networks can thus 
reinforce or mitigate the effects of avoidance. 

Behavioural adaptation of avoidance in health contexts 
Deliberate avoidance of health information is significant, with research showing that 20% of high-
risk individuals forego HIV testing (Barbour et al., 2012) and 15–30% of eligible adults delay or skip 
cancer screenings (Melnyk & Shepperd, 2012). It is also evident in everyday behaviours, like 
ignoring nutritional labels and disengaging from public health campaigns (Howell et al., 2016; 
Sweeny et al., 2010). Of greatest concern is that it can lead to delays in medical intervention, when 
early treatment is critical (Taber et al., 2015). During the COVID-19 pandemic, 20.2% of 
symptomatic individuals actively avoided seeking further information, illustrating the broader 
public health implications of avoidance because of fear of positive diagnosis and perceived 
helplessness (Czeisler et al., 2020).  

These findings show that health information avoidance is not irrational, but a series of responses 
shaped by distress, dissonance, lack of control, stigma, or distrust (Brashers et al., 2002; Case et 
al., 2005). This underpins a spectrum of behaviours, from passive neglect to active disengagement, 
shaped by factors such as threat severity, social norms, and information saturation. Table 5 applies 
the analytical framework, by categorising health information avoidance literature in terms of 
psychological repercussions and behavioural responses associated with information avoidance and 
presents a model for comparison. 

Category Characteristics Description Reference 

Psychological 
repercussions 
 
 
 

Fear; anxiety; distress Individuals may avoid health 
information to escape distress, 
especially in high-stakes contexts 
like genetic testing for untreatable 
conditions. 

Karlsson et al. (2009); 
Taber et al. (2015); 
Brashers et al. (2000); 
Brashers et al. (2002) 

Lack of Control; 
helplessness 

Feeling powerless (e.g., due to 
genetic predisposition) can lead 
individuals to avoid information to 
escape helplessness. 

Howell et al. (2013); Howell 
et al. (2016) 

Threat Severity Distress correlates with serious 
illness (e.g., cancer, HIV) and 
avoidance increases with 

Barbour et al. (2012); 
Melnyk & Shepperd (2012) 
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Category Characteristics Description Reference 

perceived severity of the health 
threat. 

Cognitive overload  Overwhelmed by excessive or 
complex health information 
(information overload). 

Howell et al. (2016); 
Sweeny et al. (2010) 

Behavioural 
Response 

Stigma, or social norms 
discouraging 
information-seeking 

Social stigma (e.g., around HIV or 
mental health) may deter 
information-seeking due to fear of 
judgment or exclusion. 

Earnshaw & Chaudoir 
(2009) 

Distrust in source, 
perceived inconsistency 

Inconsistent or unreliable 
messaging (e.g., public health 
campaigns); Scepticism toward 
institutions or experts can drive 
deliberate avoidance of health 
information. 

Sweeny et al. (2010); 
Brashers et al. (2002); 
Case et al. (2005) 

Ignore or denying 
results 

To preserve optimism, individuals 
may ignore or deny test results 
(e.g., skin cancer screenings), 
preferring uncertainty over 
confirmed risk. 

Sweeny et al. (2010); 
Howell et al. (2016); 
Brashers et al. (2000); 
Brashers et al. (2002) 

Table 5: Factors of Health Information Avoidance 

Parallel behaviours: Psychological and human information behaviour 
commonalities between health information avoidance and data breach 
victimhood  
Information avoidance occurs in distinct contexts from coping with data breaches to managing 
health conditions within human information behaviour. In both, individuals face threats and 
respond by avoiding or selectively engaging with information. Literature shows that breach victims 
filter, or reject information that undermines security and control, mirroring human information 
behaviour findings on health information avoidance, including planned and unconscious 
avoidance, selective exposure, and disengagement.  

Emotional response 
Both areas of research involve individuals responding to significant threats. Data breach victims 
face prolonged anxiety from identity theft, financial harm, and reputational damage (Bada & Nurse, 
2019), exacerbated by uncertainty about future data misuse (Sears & Cunningham, 2024). Similarly, 
individuals experience distress when confronted with potentially serious or stigmatised diagnoses 
(Karlsson et al., 2009), leading them to avoid medical tests or limit information as a psychological 
defence (Taber et al., 2015). In both, avoidance serves to reduce anxiety, but risks long-term 
impacts. 

Cognitive dissonance  
Cognitive dissonance underpins avoidance in both contexts. Data breach victims may ignore 
security warnings or minimise risks to preserve trust in digital systems (Nobles, 2022), like 
individuals avoiding medical information that conflicts with their lifestyle choices (Festinger, 1957). 
In both cases, selective exposure maintains psychological equilibrium by filtering out threatening 
information. This may manifest as abandoning or limiting online services (Riek et al., 2016), or 
skipping health screenings and doctor visits (Melnyk & Shepperd, 2012). 
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Perceived lack of control 
Diminished control impacts behaviour in both circumstances. Data breach victims feel powerless 
due to organisational failures, with limited individual recourse to prevent future harm (Sears & 
Cunningham, 2024), leading to disengagement (Kirlappos et al., 2013). Similarly, people who avoid 
health information may believe they cannot change health outcomes (Howell et al., 2013). Research 
to date indicates that perceived lack of control reinforces the prioritisation of short-term 
emotional relief over long-term risk management and is presented as a passive coping mechanism. 

Trust violations and institutional distrust 
Data breach victims feel betrayed by corporations failing to protect data, fostering digital platform 
distrust (Muzatko & Bansal, 2024). This mirrors people avoiding health information because 
negative experiences, conflicting advice, or healthcare scepticism creating institutional mistrust 
(Brashers et al., 2002). In both cases, the erosion of trust exacerbates avoidance reducing 
compliance with security protocols or preventive healthcare measures (Brashers et al., 2002). 

Uncertainty management and preference for ambiguity 
Uncertainty about outcomes is a significant stressor leading to information avoidance, with 
individuals preferring ‘not to know’ over distressing certainty. Data breach victims may avoid 
checking the status of compromised data to delay confronting risks (Cross et al., 2025), while 
people experiencing illness may avoid health information to maintain hope (Zhu et al., 2024). This 
‘motivated ignorance’ involves actively avoiding information to manage emotional states, 
preserving wellbeing despite unpreparedness for future threats. 

Stigma and social consequences 
Stigma contributes to avoidance in distinct ways across domains. Data breach victims may 
withdraw socially due to shame over exposed sensitive information (Rhoads, 2023), while 
individuals with stigmatised health conditions may avoid medical information to escape judgment 
or discrimination (Earnshaw & Chaudoir, 2009). Societal perceptions heighten avoidance as 
individuals weigh the risks of social exposure against the benefits of threat mitigation. 

Long-term consequences of avoidance 
Avoidance behaviours compound risks over time. Data breach victims disengaging from security 
measures become more vulnerable to subsequent attacks (Jansen & Leukfeldt, 2018), while people 
avoiding health information may face poorer outcomes from delayed diagnosis or treatment 
(Melnyk & Shepperd, 2012). The persistent nature of avoidance, where short-term relief reinforces 
long-term harm, is often accompanied by chronic stress from unresolved threats. 

These parallels between health information avoidance and data breach victimhood are summarised 
in Table 6, which compares psychological and behavioural characteristics across both domains. 
The table illustrates how emotional responses, cognitive factors, perceived lack of control, trust 
violations, uncertainty management, stigma, and long-term consequences manifest similarly in 
cybersecurity and health contexts.  

Category Characteristics Cybersecurity impacts (data breach 
victims) 

Health information avoidance 

Psychological 
repercussions 

Emotional 
response 

Fear Anxiety, distress, and trauma 
due to loss of control and 
uncertainty about data misuse. (Bada 
& Nurse, 2019) 

Fear, anxiety, distress and trauma 
triggered by potential health 
diagnoses or negative health 
information. (Karlsson et al., 2009) 

Cognitive factors Cognitive overload leads to security 
fatigue and disengagement. (Nobles, 
2022)  

Cognitive dissonance leads to 
avoidance of conflicting health 
information. (Festinger, 1957)  
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Category Characteristics Cybersecurity impacts (data breach 
victims) 

Health information avoidance 

Lack of control, 
helplessness 

Victims feel helpless due to lack of 
control over breached data. (Sears & 
Cunningham, 2024) 

Individuals avoid health 
information if they believe they 
cannot change outcomes (e.g., 
genetic risk). (Howell et al., 2013) 

Uncertainty Persistent uncertainty about how 
exposed data will be exploited. 
(Brashers, 2001) 
 

Uncertainty surrounding 
potentially unfavourable 
outcomes, such as declining 
genetic testing to evade anxiety 
about future illness or difficult 
medical decisions. (Zhu et al., 2024, 
Sairanen and Savolainen, 2010) 

Behavioural 
Response 

Trust & betrayal Breach of trust in organisations that 
failed to protect data. (Muzatko & 
Bansal, 2024) 

Distrust in medical institutions or 
conflicting health advice leads to 
avoidance. (Brashers et al., 2002) 

Ignoring, self-
selecting  

Withdrawal from digital services, 
ignoring security alerts. (Barbour et 
al., 2012) 

Avoiding screenings, ignoring 
health warnings, or disengaging 
from medical information. (Riek et 
al., 2016) 

Stigma & social 
influence 

Cyber trauma may lead to social 
withdrawal due to shame (e.g., 
leaked sensitive data). (Rhoads, 2023) 

Stigma around certain illnesses 
(e.g., HIV, mental health) 
discourages information-seeking. 
(Earnshaw & Chaudoir, 2009) 

Long-term impact Hypervigilance, PTSD-like 
symptoms, and chronic stress from 
ongoing threats. (Jansen & Leukfeldt, 
2018) 

Long-term harm from delayed 
medical intervention due to 
avoidance. (Melnyk & Shepperd, 
2012) 

Table 6: The similarities between the characteristics of data breach victims and health 
information avoiders 

While threats differ, the psychological and behavioural parallels between data breach victims and 
people who avoid health information are prominent. Both groups employ information avoidance 
as a coping mechanism to manage fear, uncertainty, and perceived loss of control. 

Discussion and conclusion 
This analysis shows that both data breach victims and individuals avoiding health information 
exhibit similar coping responses to threatening situations. Both face emotional distress, through 
identity theft or financial harm in breaches (Bada & Nurse, 2019; Sears & Cunningham, 2024), and 
individuals who avoid health information, through anxiety about potential serious or stigmatised 
diagnoses (Karlsson et al., 2009; Taber et al., 2015). In both, information avoidance is a primary 
coping strategy (Hicks et al., 2024; Sweeny et al., 2010). 

The study has addressed three interrelated research questions concerning the conceptualisation 
of victimhood in cybersecurity (RQ1), the behavioural parallels between information avoidance in 
data breach contexts and health-related human information behaviour (RQ2), and the applicability 
of insights from health-related human information behaviour and information avoidance literature 
to cybersecurity research (RQ3). 

In response to RQ1, the findings call for reframing cybersecurity victimhood’s legal and technical 
focus to include human information behaviour and the psychological experiences of affected 
individuals. Victim should be seen as a dynamic identity, shaped by lived experience including 
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trauma, impact and personal response. This re-conceptualisation facilitates a more empathetic 
and human-centred lens for people affected by data breaches.  

Addressing RQ2, substantial parallels exist between information avoidance in data breach cases 
and health-related human information behaviour (Brashers et al., 2002; Howell & Shepperd, 2012). 
In both domains, avoidance is often driven by emotional distress, uncertainty, and a perceived loss 
of control (Melnyk & Shepperd, 2012; Nobles, 2022). For example, individuals may decline genetic 
testing to avoid confronting potential diagnoses, just as data breach victims may ignore breach 
notifications to delay dealing with the consequences of compromised personal data. These 
adaptive coping strategies reflect shared issues of trust, stigma, and long-term impact, highlighting 
information avoidance as a cross-contextual phenomenon that can inform cybersecurity 
responses. Furthermore, the commonalities identified in this review could be extended to other 
human information behaviour contexts where perceived threat levels and emotional distress are 
high. 

In addressing RQ3, this study applies health-related human information behaviour and information 
avoidance literature to cybersecurity, highlighting information avoidance as a strategic response 
to emotional and cognitive overload. The role of stigma and social norms in discouraging 
information engagement is highly relevant to cybersecurity contexts, where shame and fear of 
judgment can suppress proactive behaviours (Earnshaw & Chaudoir, 2009; Rhoads, 2023). These 
insights advocate for a more nuanced and psychologically informed approach to cybersecurity 
research and organisational responses to data breaches, drawing on information science, health-
related information behaviour, behavioural studies, and health communication research to better 
support individuals affected by data breaches. 

Limitations and future directions 
This study acknowledges several limitations. It is limited by a lack of existing literature and 
research on information behaviour in cybersecurity context and as such, it may not capture the 
unique nuances of data breach experiences through comparison with health-related information 
avoidance. At this point in time, it does not involve primary data collection from data breach 
victims which remains essential for richer, direct insights into their experiences. 

To address these limitations, the next stage of research will begin with a questionnaire targeting 
victims of cybersecurity incidents to collect demographic data and examine changes in 
information behaviour following a breach. From this respondent pool, qualitative semi-structured 
interviews will be conducted to capture detailed accounts of psychological impacts, coping 
strategies, and engagement patterns. Finally, focus groups will be organised with victims to 
collaboratively develop strategies that support recovery and improve information engagement. 

Implications 
The findings of this study provide significant theoretical and practical contributions to information 
behaviour research within cybersecurity contexts. Theoretically, this work extends human 
information behaviour and information avoidance frameworks by illustrating how breach 
victimisation shapes avoidance-oriented behaviours in digital environments. While parallels exist 
between health-related and cybersecurity contexts, this study acknowledges the distinct 
experiential and social environments surrounding data breaches and emphasises adapting insights 
from health information behaviour to these unique conditions. It emphasises the interplay between 
risk perception, cognitive load, and coping strategies, offering a foundation for future empirical 
studies and interdisciplinary dialogue between information behaviour and cybersecurity research. 

Practically, these insights inform the development of victim-centred interventions that address 
psychological and behavioural consequences of data breaches. Communication strategies should 
reduce cognitive complexity and incorporate empathetic messaging to mitigate avoidance and 



Information Research, Vol. 31 No. ISIC (2026) 

130 

encourage proactive engagement. Policy and regulatory frameworks can integrate behavioural 
principles into breach notification requirements, supporting informed decision-making while 
minimising anxiety and uncertainty. Digital literacy programs should embed human information 
behaviour constructs, such as self-efficacy and resilience, to counteract disengagement and foster 
adaptive information practices. Additionally, digital platforms and user interfaces should prioritise 
simplicity, trust-building, and coping support to enable victims to re-engage with information and 
recover effectively. 

This study also identifies several directions for future research beyond the next stage of data 
collection. Longitudinal studies could examine how information avoidance evolves over time 
following breach incidents, capturing changes in coping strategies and engagement patterns. 
Comparative research across cultural and demographic contexts would deepen understanding of 
social and psychological factors influencing avoidance behaviours. Integrating human information 
behaviour and information avoidance frameworks with emerging theories in digital risk 
communication may yield richer models of decision-making under uncertainty. Finally, 
interdisciplinary collaborations between information behaviour scholars, cybersecurity experts, 
and human-computer interaction researchers can advance the design of digital environments that 
support adaptive information behaviours and resilience in the face of security threats. 
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