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Abstract

Introduction. With the growing popularity of smart technologies, sensitive and
personal information has never been more abundant or accessible, but this
information can be readily abused to perpetrate interpersonal harms. However,
discussion of the role of information in these harms is largely absent from the
Library and Information Science (LIS) literature. We argue that a disciplinary belief
that ‘information wants to be free’ has created a gap in LIS research about the ways
in which information can be weaponised to facilitate interpersonal harm.

Method and analysis. We summarise research from privacy, cybersecurity, and
other computing disciplines that examine cases of information facilitated
interpersonal harm and demonstrate that access to information was an enabling
factor in each case. We also performed keyword searches in the LISA database for
terms relating to interpersonal harm and found few results relating to the role of
information collection and access in interpersonal violence and abuses.

Conclusion. The LIS community could contribute vital expertise to the study of
information facilitated interpersonal harms if we reconsider our assumption that
greater access to information is a social and public good.
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Introduction
‘oh, better to be anything than America as a gun.’

~ Brian Bilston

In February of 2016, the pseudonymous British poet Brian Bilston posted a poem entitled America
is a gun to Twitter (Bilston, 2016). In it, Bilston lists symbols of various countries in simple rhyming
quatrains, starting with ‘England is a cup of tea, but always ending with the rhyme-breaking refrain:
‘America is a gun.’ The inspiration for the poem, according to Bilston, was a tweet by then-Florida
governor Jeb Bush—a photo of a handgun engraved with his name and the caption: ‘America’
(McKernan, 2016). Just days later, there was a mass shooting in Kansas. Just months later, the Pulse
nightclub shooting in Florida became the deadliest mass shooting in US history.

In the years since, Bilston’s poem has been shared countless times on social media to mark the
occurrence of mass shootings in the United States and as commentary on that nation’s firearm
obsession. Some have criticised the poem for being overly simplistic, pointing out the many
positive symbols that could also represent America and the fact that other countries have shameful
aspects of their cultures, too. But, of course, the purpose of Bilston’s poem is not to make a
comprehensive representation of all a country’s virtues and vices, but to forcefully draw our focus
to one urgent problem: the danger of gun violence in the United States. Similarly, our purpose in
this paper is not to claim that information is literally a gun, but to draw focus to an urgent problem
that has, thus far, received little attention in Library and Information Science (LIS): how
information systems, specifically the unprecedented access to information they provide, can be
used to enact interpersonal harms.

The second amendment to the United States constitution has been interpreted by many American
firearms advocates as codifying a nigh-unlimited natural right to gun ownership (Barr, 2021). To
draw a parallel, the second amendment of LIS may as well be Stewart Brand’s aphorism that
‘information wants to be free’ (Levy, 2014). In much the same way that many Americans feel entitled
to their guns because they consider themselves responsible users, people often feel that they are
entitled to access and use information because they consider themselves to be responsible users.
The LIS discipline tends to implicitly consider the free access to information as an unalloyed good;
our intent, in comparing information to firearms, is to argue that it is not.

What does it mean for information to be a gun?

Advocates for the National Rifle Association and gun rights activists hold that guns are tools; that
‘guns don’t Rill people; people kill people’. This is, of course, a banal truism, but its purpose is to
obscure the fact that it is the interaction between guns and people that causes harm. Furthermore,
certain design features of firearms, including semi-automatic firing and high-capacity magazines,
enable faster delivery of more bullets and therefore amplify the capacity for serious harm (Koper,
2020). Similarly, we argue that the design of consumer information technology, including social
media platforms, mobile apps, and smart home devices, enables greater collection and delivery of
data, which then facilitates and even encourages abuse. We detail some of these information abuse
cases below, demonstrating that interpersonal harm is perpetrated through information access
and misuse.

Information facilitated interpersonal harm

In their review of sociotechnical harms in the Human Computer Interaction literature, Shelby et
al. defined interpersonal harms in this context as those which ‘adversely shape relations between
people or communities’ (2023), such as instances of technology facilitated violence and invasions
of privacy. Indeed, technology facilitated violence and abuse has increasingly been recognised as
a growing social problem (Gupta et al., 2024), but we contend that it is the information collected,
processed, and surfaced through these technologies that facilitates the ability for one person to
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enact harm upon another. It is this direct, intentional, and often individualised nature of
information facilitated interpersonal harms that distinguish them from other types of
informational harms, which may be unintentional, such as misinformation, or broadly directed,
such as mass media propaganda and malinformation.

Privacy experts have noted that instances of interpersonal harm are often situated in a narrative
of care (Levy & Schneier, 2020) and feminist cybersecurity scholars raised similar concerns about
intimate threats (Slupska, 2019). Justice scholars have looked at the normalization of extensive
information sharing practices (Butler et al., 2024) and health scholars have examined the harm
caused by abuse of these technologies (Brown & Hegarty, 2024; Brown et al., 2021). Human
computer interaction and design scholars have also suggested safety by design as a potential
remedy (McKay & Miller, 2021; Sambasivan et al., 2019). Numerous interpersonal informational
threats have been identified through this research; we focus here on three: stalkerware, parental
monitoring technologies, and weaponization of internet of things.

Stalkerware

A comprehensive 2019 report by Parsons et al. (2019) examined the capabilities and marketing of
so-called ‘stalkerware’ apps, which have become incredibly prevalent tools in the perpetration of
intimate partner violence. Notably, this report found that many of the companies involved in this
industry actively promoted their software as covert surveillance tools but failed to make clear what
recourse might be available to victims of their products. More recent research has unfortunately
confirmed that these products remain readily available and abusable (Bonam et al.,, 2025).
Literature on social media also shows that even software not specifically marketed as stalkerware
is regularly leveraged for stalking (Fiolet et al., 2021; Zuboff, 2019).

Parental monitoring technologies

Parents are increasingly using location-tracking apps like Life360 to monitor their children’s
activities. While this practice is usually borne out of genuine concern for their children’s safety,
studies have raised serious concerns about privacy and security, as well as tensions in the parent-
child relationship arising from the availability of tracking data (Mavoa et al., 2023). On the one hand,
parents may be anxious about their children moving toward independence, and on the other hand,
the mere existence of location information imposes social obligations on parents to know more
about their children’s lives (Lupton, 2020).

Weaponization of internet of things

The potential for information available from smart homes built from consumer electronics to
facilitate coercive control has previously been raised by McKay and Miller (2021). Work by
Stephenson et al. (2023) identified common abuse vectors for internet of things and more recently,
Brown et al. (2025), analysed the abusability of 13 consumer internet of things devices available in
Australia, including smart doorbells, fitness trackers, and an air conditioner. The authors identified
seven types of internet of things design features that could facilitate misuse, including weak user
profile protections, limited recording of access logs, and lack of clear activity indicators, and noted
that a safety by design approach could significantly curb potential abusability.

In each of these examples, access to and exploitation of information provided by devices and apps
was the enabling factor that facilitated the perpetration of interpersonal harms. However, much
of this work has focused solely on technology and technological solutions to this problem, rather
than on the information itself.

A blind spot within LIS

The LIS literature has traditionally paid significant attention to information needs, with some
authors even arguing that information needs should be included as a primary need in Maslow’s
hierarchy—on the same level as food and shelter (Cole, 2025). However, there has been little
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discussion about when information should be withheld, except in the context of privacy. Even so,
this discourse is generally framed around preventing the misuse of sensitive data by institutions
(Cervone, 2016), rather than on interpersonal harm. This oversight may be because feminist
conceptions of interpersonal privacy are considered niche, rather than normative (Slupska, 2019).
By contrast, computing disciplines like cybersecurity and human-computer interaction have been
concerned with the use of information technology in perpetrating intimate threats or domestic
and family violence for over a decade (Dimond et al., 2011). There is also the concept variously
known as safety by design or prevention through design, which emphasises anticipating and
proactively mitigating potential technological threats during development, rather than as an
afterthought (Brown et al., 2025).

Searches conducted in the LIS database Library & Information Science Abstracts (LISA) for peer-
reviewed articles using the keywords ‘intimate threats’ (0 hits), ‘safety by design’ (1 hit), and
‘interpersonal violence’ (9 hits) in their abstract and summary text reveal that these terms are all
but non-existent in the LIS literature. While related terms like ‘intimate partner violence’ (44 hits)
do appear, much of this literature is focused on supporting the information needs of survivors of
violence and technology-based interventions rather than on investigating the role of information
in facilitating interpersonal violence. Despite the demonstrable role that information access plays
in the perpetration of interpersonal harms, LIS researchers do not seem to have substantively
engaged with this topic yet. Perhaps, like second amendment gun rights advocates, could the
discipline’s preoccupation with information access have led us to turn a blind eye to legitimate
reasons why information needs ought to be denied?

Conclusion

LIS has long concerned itself with how people gain access to information and, as a discipline, we
have predominantly considered greater access to information a social and public good. In this
paper, we demonstrate that information ought to be treated with more care, showing it to be
strongly implicated in digital interpersonal harms. Previous attempts to address such harms in
other disciplines have predominantly focused on perpetrators or technologies, rather than
examining the information flows as a possible mechanism for intervention. Surprisingly,
information science has largely been absent from these discussions. The understanding of
information flows, uses, and impacts that LIS could bring might be key to solving this problem, but
we will need to reconsider our position that more access to information is necessarily better. It is
time for us, as a field, to recognise the myriad ways in which information in the wrong hands is,
indeed, a gun, and work towards a solution.
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