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ABSTRACT

Algorithmic selection is omnipresent in various domains of our online everyday lives:
it ranks our search results, curates our social media news feeds, or recommends videos
to watch and music to listen to. This widespread application of algorithmic selection
on the internet can be associated with risks like feeling surveilled (S), feeling exposed
to distorted information (D), or feeling like one is using the internet too excessively
(O). One way in which internet users can cope with such algorithmic risks is by
applying self-help strategies such as adjusting their privacy settings (Sstrac), double-
checking information (D), or deliberately ignoring automated recommendations
(Ostrar). This article determines the association of the theoretically derived factors risk
awareness (1), personal risk affectedness (2), and algorithm skills (3) with these self-
help strategies. The findings from structural equation modelling on survey data
representative for the Swiss online population (N201s=1,202) show that personal
affectedness by algorithmic risks, awareness of algorithmic risks and algorithm skills
are associated with the use of self-help strategies. These results indicate that besides
implementing statutory regulation, policy makers have the option to encourage
internet users’ self-help by increasing their awareness of algorithmic risks, clarifying
how such risks affect them personally, and promoting their algorithm skills.
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1 INTRODUCTION

An increasing share of our daily lives is spent online with endless options offered
for a broad range of our needs, such as entertainment, information seeking, or
socializing. To catch and maintain internet users’ attention, online services (e.g.,
search engines, social media, streaming platforms) draw on algorithms to select the
content with the highest probability of matching their users’ interests. This
algorithmic selection increasingly governs our daily lives, for instance, by ranking
search results or news articles, recommending a certain movie, or curating one’s
social media feed (Festic, 2020; Latzer et al., 2016; Latzer & Festic, 2019). Hence,
algorithms embedded in widespread online services affect our daily lives in many
ways by automatically selecting pieces of information and assigning relevance to
them (Latzer & Just, 2020). An input-throughput-output model helps to better
grasp this understanding of algorithmic selection (Latzer et al., 2016): based on
input data (e.g., users’ click behavior, user requests), computational procedures
(throughput) produce an algorithmically selected output (e.g., tailored news feeds,
personalized recommendations).

While the widespread application of algorithms on the internet brings
benefits like the reduction of complexity, it also entails challenges and risks for
individuals and society as a whole (Just & Latzer, 2017; Latzer et al., 2016).
Algorithmic selection relies on user data that is constantly being collected (Biichi
et al,, 2020; Hildebrandt, 2008). In many instances, internet users are not
consciously sharing their data and are thus not aware of the data traces they produce
(Micheli et al., 2018). The algorithmic processing of this collected data entails risks.

So far, research on algorithmic risks and how internet users cope with them
predominantly focused on privacy (e.g., Boerman et al., 2018; Biichi et al., 2017).
As a consequence of the increased collection of data and the widespread prevalence
of algorithmic-selection applications (Ruckenstein & Granroth, 2020), further risks
have been addressed. Key examples include worries about online surveillance based
on the widespread tailoring of online contents (Ruckenstein & Granroth, 2020;
Véliz, 2020; Zuboff, 2019), fears about distorted information through the
algorithmic ranking of search results and news articles (Bozdag, 2013; Flaxman et
al., 2016), and perceived internet overuse fostered by curated entertainment content
by recommender systems (Gui & Biichi, 2019; Syvertsen, 2020). While concerns
about the social risks of surveillance, distorted information, and internet overuse
have existed before the spread of algorithmic-selection applications on the internet,
the ubiquity of algorithms online renders their prevalence more severe; algorithmic
selection significantly facilitates the unspecific collection and analysis of large
amounts of personal data, the tailoring of contents based thereon as well as the
allocation of personalized recommendations (Biichi et al., 2020).

Currently, statutory regulation (e.g., the General Data Protection Regulation
(GDPR) in the European Union (EU)) as a governance mode to reduce such risks

is increasing (see Larus et al., 2018). Despite this, a sense of helplessness and a wish
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for more control over opaque algorithms remain prevalent sentiments among
internet users (Festic, 2020). Self-help strategies—such as adjusting one’s privacy
settings—provide a complementary governance choice for internet users to cope
with algorithmic risks (Boerman et al., 2018; Latzer & Just, 2020). Therefore, how
users engage with algorithmic-selection applications and cope with their risks
warrants attention (Kitchin, 2017; Ramizo, 2021).

This article provides previously lacking nationally representative data on how
internet users cope with algorithmic risks. By doing so, this study contributes to a
better understanding of factors that are associated with internet users’ self-help
strategies when coping with diverse algorithmic risks. Our theoretical basis for these
mechanisms lies in three approaches that seek to explain how people react to risks
and try to reduce them, i.e., the protection motivation theory (Rogers, 1975), the
health belief model (Rosenstock, 1974), and the integrated behavior model
(Montafio & Kasprzyk, 2008). Derived from these theories we propose that the
awareness of a risk, the affectedness by this risk, and the skills related to the risk are
associated with the use of self-help strategies against it. In line with this, this article
seeks to show how these three factors are associated with internet users’ self-help
strategies against three types of algorithmic risks: How are the awareness of
algorithmic risks (1), the personal affectedness by these risks (2), and algorithm
skills (3) associated with internet users’ self-help to cope with the three algorithmic
risks surveillance (S), distorted information (D), and internet overuse (O)?

To investigate this question, we use structural equation modelling (SEM) on
survey data representative for the Swiss online population to determine the
association of three theory-derived factors with internet users’ self-help strategies
to cope with algorithmic risks. Our findings contribute to the discussion about how
internet users’ self-help strategies can be promoted as an alternate governance mode
in an otherwise difficult to regulate space.

2 THEORETICAL BACKGROUND AND EXTANT
RESEARCH ON ALGORITHMIC RISKS AND COPING
STRATEGIES

2.1 Algorithmic Risks

Algorithmic selection relies on the constant and automated collection of massive
amounts of data (Biichi et al., 2020; Hildebrandt, 2008), which entails a range of
diverse risks, like feeling surveilled (Ruckenstein & Granroth, 2020; Zuboff, 2019),
having one’s privacy violated (Véliz, 2020), seeing filtered and personalized content
on search engines and social media (Swart, 2021) that can be biased (Bozdag, 2013),
distorted (Flaxman et al., 2016), and manipulative (Petre et al., 2019), and feeling
like one is spending more time online than intended (Gui & Biichi, 2019;
Syvertsen, 2020), which can affect internet users’ well-being (Biichi et al., 2019).
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Whenever internet users do something online, their behavior leaves data
traces (Micheli et al., 2018; Ruckenstein & Granroth, 2020). On one hand, internet
users can actively generate data by producing content, for instance by uploading an
image to a social networking site. On the other hand, internet users can also
(unconsciously) generate data when browsing the internet, for example when
googling a certain product or clicking on an advertisement. These data traces can
be collected, tracked, mined and evaluated algorithmically (Micheli et al., 2018),
which leads to an increased risk of surveillance, for instance by platforms,
governments, organizations or peers (Biichi et al., 2020; Demertzis et al., 2021;
Zuboff, 2019). Furthermore, algorithmically selected content differs between
individual internet users as it can be adapted according to their past behavior and
interests (Bozdag, 2013; Gillespie, 2014; Swart, 2021). This personalization can
lead to an increase in distorted information. In addition, the internet’s relevance for
various aspects of our everyday life together with receiving automated
recommendations can lead to an increase in time spent online. Consequently,
internet users can feel like they spend too much time online, which translates into
perceived internet overuse (Buchi et al., 2019; Syvertsen, 2020). While previous
research into algorithmic risks and the ways in which internet users cope with them
have focused primarily on privacy protection (e.g., Boerman et al., 2018), we seek
to extend this research by focusing on these three: surveillance, distorted
information, and perceived internet overuse. One aspect that these risks have in
common is that internet users can actively cope with them by engaging in dedicated
self-help strategies. These self-help strategies are introduced in the following

section.

2.2 Regulation of Algorithmic Risks: Self-Help Strategies

Reducing the algorithmically fueled risks introduced above is a goal of risk-based
regulatory approaches (Latzer & Just, 2020). Such governance modes include
statutory regulation (e.g., the GDPR in the EU), market solutions, and self-
regulation of the industry (Latzer, Saurwein, et al., 2019; Latzer & Just, 2020;
Saurwein et al., 2015; Seyfert, 2021). Despite statutory regulation aiming at
increasing users’ sovereignty over their own data, many internet users wish for more
control over algorithms (Festic, 2020). One governance mode (Latzer & Festic,
2019; Latzer & Just, 2020), which complements statutory regulation and industry
self-regulation, is self-management by users, for instance of their privacy (Boerman
et al., 2018). We argue that applying such self~help strategies is a valid
complementary governance choice for internet users to cope with risks that are
related to algorithmic selection. The term ‘self-help’ originates in the domain of
psychology. It designates the adaptation of one’s own behavior to cope with
problems and has spilled into other academic fields as well as popular culture (see
Ilouz, 2008 for a critical appraisal of the term). Therefore, we use this term to
highlight individuals exerting agency when coping with algorithmic risks.
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From a user perspective, there are many ways to deal with algorithmic risks.
To mitigate the risk of surveillance, internet users can try to make their online
habits less traceable (Biichi et al., 2017; Micheli et al., 2018; Sinchez & Viejo,
2018), for instance, by adjusting their privacy settings, using virtual private
networks (VPNs) (Longworth, 2018; Weinberger et al., 2017), using their
browser’s private mode, deleting cookies (Boerman et al., 2018; Park, 2015), or
applying privacy-enhancing technologies like the browser add-on Ghostery
(Ireland, 2020; Latzer & Just, 2020). Moreover, internet users can use online
content selectively or even refrain from using certain services (Boerman et al., 2018)
and thereby, produce less data that can be used as input for algorithmic selection.
Such strategies can be understood as preventive (Ebbers, 2020). To alleviate the
risk of distorted information, users can double check information that they see
online, for instance displayed on their social media news feeds (Islam et al., 2020;
Leeder, 2019). Thereby, they can react to the content that has been algorithmically
curated for them in a critical way (Zarouali et al., 2017). Such behaviors can be seen
as defensive (Ebbers, 2020). To reduce the risk of perceived internet overuse,
internet users can limit their screen-time or abstain from using certain services (at
certain times) (Syvertsen, 2020), or ignore the automated recommendations that
they are shown online. They can also try to influence the algorithmic content they
see, for instance, by (not) liking or (not) clicking on certain content to inform the
algorithm about their interests and preferences (Cotter, 2019; Gan, 2017; Lowe-
Calverley & Grieve, 2018; Marder, 2018) or by (un-)following accounts or hiding
certain posts in their timeline (Swart, 2021).

In sum, internet users can apply a variety of self-help strategies when
interacting with algorithmic-selection applications to cope with the risks their use
can entail. The degree to which self-help strategies pose an effective way to mitigate
algorithmic risks remains difficult to estimate due to the black-box nature of
algorithmic selection and the opacity of the services in which it is embedded
(Kitchin, 2017). Still, taking action by applying such self-help strategies is a way in
which internet users exert agency and regain autonomy in the digital space. As has
been shown for privacy protection behavior (Buchi et al., 2021), the application of
protective behavior is highly unequally distributed in digital societies. To
understand who applies self-help strategies online to cope with algorithmic risks,
the following section introduces a set of important factors to consider in this

context.

2.3 Factors Associated with the Use of Self-Help Strategies

The theoretical approaches that build the basis for our model explaining how
different factors influence how internet users cope with algorithmic risks originate
in the realm of health protective behavior. These models were originally
conceptualized to explain with what factors behaviors against health risks (e.g.,
smoking cessation, HIV-prevention) are associated. Recently, such approaches
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have been transferred to the field of communication research to study protective
behavior that reduces risks that internet use entails, like risks related to privacy
protection or online behavioral advertising (e.g., Boerman et al., 2018; Ham, 2017).
The use of these approaches brings the benefit of applying established theories on
behavioral mechanisms to a new context. This article’s hypotheses are rooted in
three such theoretical approaches: the protection motivation theory (Rogers, 1975),
the health belief model (Rosenstock, 1974), and the integrated behavior model
(Montafio & Kasprzyk, 2008). Taken together, these approaches propose that
whether and to what extent a person applies certain behaviors to reduce a specific
type of risk depends on the perceived severity of this risk and the perceived personal
susceptibility to it, as well as on a person’s knowledge about and attitude towards
it. We transfer these theoretical approaches that are geared towards explaining
protective behavior against risks in more general terms to the field of algorithmic
risks. Hence, we integrate these three theoretical approaches to explain what factors
are associated with internet users’ self-help strategies against algorithmic risks. For
each of these factors, we will show how these theoretical approaches together with
existing research led to our hypotheses.

2.3.1  Risk Awareness and Self-Help Strategies

To begin with, the protection motivation theory (Rogers, 1975) and the health
belief model (Rosenstock, 1974) propose that the perceived severity of a risk
influences whether someone intends to apply protective behaviors to reduce a risk.
Findings about the relationship between concerns and protection strategies in the
field of online risks differ according to type of protection measures that are applied.
For instance, no or only a partial relation between privacy-related concerns and the
(non-)use of social networking sites (Baruh et al., 2017) or smart speakers (Lutz &
Newlands, 2021) has been found. At the same time, an association between privacy
concerns and the general use of protection measures has been found by several
survey studies (e.g., H. Chen et al., 2017; Dienlin & Metzger, 2016 for SNS;
Ireland, 2020), including a meta-analysis of studies on privacy management (Baruh
et al., 2017). A two-wave panel study (Boerman et al., 2018) that applied the
protection motivation theory (Rogers, 1975) to privacy protection online indicates
that firstly, people are aware of the data that is being collected about them and
perceive this as problematic and secondly, the perceived severity of a privacy
threatening risk, i.e., users’ perception of its seriousness (Witte, 1992), is associated
with their protective behavior. Based on this existing literature, we derived the
tollowing hypothesis for our study:

H1: Risk awareness is positively associated with internet users’ application of
self-help strategies to cope with algorithmic risks.
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2.3.2  Personal Risk Affectedness and Self-Help Strategies

Furthermore, protective behavior has been theorized to be associated with one’s
prior experience regarding a risk (Rogers, 1975) as well as the perceived
susceptibility to it (Rosenstock, 1974). There is robust empirical evidence for this
relationship regarding online risks: several empirical studies have shown that having
experienced that one’s privacy has been violated or feeling that it could be violated
leads to increased levels of privacy protection and an increase in applying privacy-
enhancing techniques and technologies when using social media (see Debatin et al.,
2009) or the internet in general (see Biichi et al., 2017; H. Chen & Atkin, 2020;
Ireland, 2020). Having experienced privacy breaches relates to an increased level of
awareness of this risk (Baek et al., 2014; Cho et al., 2010). Deducted from these
findings, we propose the following hypothesis:

H2: Personal risk affectedness is positively associated with internet users’
application of self-help strategies to cope with algorithmic risks.

2.3.3 Algorithm Skills and Self-Help Strategies

Finally, another aspect that has been found to be central for individual risk
protection behavior, is the perceived self-efficacy to cope with a risk (Rogers, 1975;
Rosenstock, 1974) or a users’ knowledge or skills related to this risk (Montafio &
Kasprzyk, 2008). Congruently, findings from several representative survey studies
focusing on internet use have shown that users’ response-efficacy or self-efficacy is
relevant for their protection behavior to reduce risks related to their privacy
(Boerman et al., 2018; Dienlin & Metzger, 2016; Ham, 2017). In the same way,
users’ privacy literacy and internet skills have been shown to be associated with the
degree to which they protect their privacy online (Bartsch & Dienlin, 2016; Baruh
et al., 2017; Bichi et al., 2017; H. Chen & Atkin, 2020). More recently, besides
traditional media literacy and internet skills (Hargittai, 2005; Litt, 2013; van Dijk,
2020), the omnipresence of algorithms in an online environment has led to a
specific subset of internet skills coming into the focus of researchers. This specific
type of internet skills relates to algorithmic selection and has been referred to as
algorithm literacy or algorithm skills (see Dogruel et al., 2021; Gruber et al., 2021,
Hargittai et al., 2020). Based on this extant research, we derived the following
hypothesis:

H3: Algorithm skills are positively associated with internet users’ application
of self-help strategies to cope with algorithmic risks.

2.3.4  Path Model of Factors Associated with Self-Help Strategies

Based on the theoretical models and existing empirical research, the introduced
hypotheses lead to the following path model of factors associated with self-help
strategies to cope with algorithmic risks (see Figure 1).
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Figure 1. Path Model of Factors Associated with the Application of Selt-Help
Strategies to Cope with Algorithmic Risks. Source: Own illustration, based on
Montano & Kasprzyk (2008), Rogers (1975), and Rosenstock (1974).

2.3.5  Interplay of Factors Associated with Self-Help Strategies

Regarding the relationships between these factors that are associated with self-help
strategies to cope with algorithmic risks, we take the general theoretical approaches
as a basis. Firstly, the protection motivation theory (Rogers, 1975) proposes that
risk awareness correlates with personal risk affectedness and with skills. Secondly,
the health belief model (Rosenstock, 1974) suggests that skills correlate with risk
affectedness as well. With our model we apply these relationships to the field of
algorithmic risks and hence to the awareness of algorithmic risks, the personal
affectedness by algorithmic risks, and algorithm skills. Our model reflects these
theoretical assumptions as the covariances between risk awareness, personal risk
affectedness, and algorithm skills were estimated freely.

In addition to this model, sociodemographic background variables have been
conceptualized to play a role as for people’s application of protective behavior
(Rosenstock, 1974). Previous research has shown that age, gender and the level of
educational attainment are related to the awareness of algorithms and associated
risks as well as to the level of skills and the application of protecting practices online
(Cotter & Reisdorf, 2020; Park, 2011, 2015). At the same time, factors like one’s
experience with algorithms online (Cotter & Reisdorf, 2020; Swart, 2021) or a
person’s internet skills (Biichi et al., 2017) were found to be more important in
explaining protective behavior than sociodemographic background variables.

2.4 Contributions

By empirically testing the theoretically derived model above, this article contributes
to filling the following research gaps. While research on self-help strategies to cope
with algorithmic risks is emerging, it has several blind spots. By mainly focusing on
one specific application of algorithmic selection (e.g., personalized
recommendations, curated social media news feed), or a certain population (e.g.,
users of one social networking site, youths), previous research offers limited insights
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into the use of self-help strategies against algorithmic selection for general internet
use. Moreover, most of the studies in the field have focused on single influencing
factors on risk protection strategies. A more comprehensive analysis of influencing
factors and their interplay is wanted. Furthermore, so far, research has
predominantly focused on privacy protection practices (e.g., Boerman et al., 2018;
Biichi et al., 2017; Ireland, 2020), although the list of risks associated with using
algorithmic-selection applications is much more diverse. Further algorithmic risks
like surveillance, distorted information, or perceived internet overuse have not been
considered thoroughly yet, and accounts on the adoption of strategies to cope with
such algorithmic risks are lacking so far. In addition, while recently, qualitative
studies on the awareness of algorithms (Dogruel et al., 2020; Hargittai et al., 2020;
Swart, 2021) or practices related to data collection (Selwyn & Pangrazio, 2018)
were conducted, more generalizable findings and the systematic testing of possible
associations are desired. Finally, many of the existing quantitative studies have been
conducted in the US. Extending research beyond this context is essential for gaining
relevant insights on a societal level. In sum, nationally representative, theory-driven
and user-centric empirical studies on how internet users cope with diverse
algorithmic risks and what factors play together in being associated with diverse
self-help strategies are lacking. We aim to contribute to filling this gap by
investigating how awareness of algorithmic risks, personal risk affectedness, and
algorithm skills relate to the self-help strategies that users apply to cope with the
algorithmic risks of surveillance, distorted information, and internet overuse. The
tollowing section describes the methodological design implemented to test the
theoretical model introduced above.

3 METHOD

This section details the sample with which the survey was conducted, the measures
used, as well as how the data was analyzed.

3.1 Sample

This article analyzes online survey data representative of Swiss internet users aged
16 and over (MNVz5=1,202) regarding age, gender, household size, and employment
status (see Table 1). The data was weighted to closely match the demographics in
the general internet-user population. In Switzerland, at the time of data collection,
92% of the population used the internet (Latzer, Biichi, et al., 2019). The sample
reflects the three biggest Swiss language regions. Data was collected between
November 2018 and January 2019 by an independent market research company.
All participants gave informed consent about their participation and the research
design was approved by the university’s ethics review board.
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Table 1. Sample Characteristics. Note. Nzp15=1,202; Swiss internet users
aged 16 and over. Rounded percentages'.

Sample
Gender
female 49%
male 51%
Age
16-29 years 24%
30-44 years 28%
45-59 years 29%
60-79 years 19%
Education level
low 7%
medium 67%
high 25%
Household income
< 6,000 CHF 29%
> 6,000 CHF 71%

3.2 Measures

Central to our analysis are factors associated with the self-help strategies that
internet users apply to cope with the algorithmic risks surveillance (.5), distorted
information () and internet overuse (). Based on theoretical considerations and
previous research we identified the following influencing factors on internet users’
self-help strategies (see Figure 1): risk awareness (1), personal risk affectedness (2),
and algorithm skills (3). For each type of risk, these concepts were measured
differently, except for algorithm skills, which were measured consistently among
risks?.

Risk awareness. Respondents were asked how often they think about risks
that are associated with algorithmic selection (1-4: never — offen). These risks
include for instance the constant monitoring of internet users (), the danger of
distorted information () or spending too much time online (O).

Personal risk affectedness. People were asked to what extent they feel
personally affected by a list of online risks (7-5- do not agree at all — strongly agree).
This includes for instance feeling surveilled online (), feeling confronted with
untrue claims online (D) or thinking that they are relying too strongly on the
internet (O).

! See federal statistical office https://www.bfs.admin.ch/asset/de/479-2000 for description of the

Swiss population.
? See https://osf.io/c7aj3/?view_only=5e5343dce34e4486a1d0750642e1577f for exact wordings of
all included items.
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Algorithm skills. Respondents were asked to indicate their understanding of
a list of terms related to the internet and algorithmic selection (7-5: do not
understand the term at all — completely understand the term). This list included
terms like ‘algorithm’ or ‘personalized recommendation’ that are related to the
internet and algorithmic selection. Its design was adapted from Hargittai (2005),
and the list was modified to reflect skills related to algorithms.

Self-help strategies. After having assessed the relevance of a list of risks that
can be associated with using the internet, respondents were asked: “There are
several things you can do to protect yourself or to deal with such risks. Please
indicate how often (7-5: never — always) you do the following things”. In this way,
there were asked about the frequency with which they apply self-help strategies to
cope with algorithmic risks. These strategies include adjusting one’s privacy settings
on certain online services as a strategy to reduce surveillance (Scr), double-checking
information online as a strategy to deal with distorted information (Diw) and
deliberately ignoring automated recommendations as a strategy to mitigate
perceived internet overuse (Orar)-

Sociodemographic background. Respondents’ gender (1=m, 2=f), age (1=16-
29, 2=30-44, 3=45-59, 4=60-79), level of educational attainment (1=low,
2=medium, 3=high), and household income (1=< 6,000 CHF, 2 = > 6,000 CHF)

were noted.

3.3 Data Analysis

We calculated a separate SEM using the package /avaan in R for each algorithmic
risk, i.e., surveillance (), distorted information (D), and overuse (O) to estimate
the association of risk awareness (1), personal risk affectedness (2), and algorithm
skills (3) with the application of self-help strategies for each of the algorithmic risks.
As an estimator, we used maximum likelihood estimation. To deal with missing
data, we used full information maximum likelihood estimation. All three
measurement models showed an acceptable fit according to Hu and Bentler (1999):
for surveillance, the fit indices were ys=95.977; dfs=24; p<.05; CFIs=.963;
TLI=.944; RMSFEAs+=.050; SRMRs=.034; for distorted information, the fit
indices were y’=115.747; dfp=32; p<.05; CFIp=.959; TLIp=.942; RMSEAp=.047;
SRMRp=.032; and for overuse, the fit indices were yo™=43.719; dfo=21; p<.05;
CFlo=.974; TLI1>=.960; RMSEAo=.047; SRMRo=.020.

4  RESULTS

This section shows the frequency with which internet users apply the different self-
help strategies and presents the results of the SEMs for each algorithmic risk.

Figure 2 depicts the results of the SEM for the algorithmic risk surveillance
(S), only displaying significant influencing paths (p<.05).
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Figure 2. Factors Associated with Internet Users’ Application of Self~-Help
Strategies to Cope with Surveillance. Note. Standardized path coefficients,
p<.05; line width of hypothesized effects is scaled to the coefficients.

N2i1s=1,202; Swiss internet users aged 16 and over.

For the risk of surveillance (5), the fit indices of the SEM were acceptable according
to Hu and Bentler (1999): y+=113.407; df:=30; p<.05; CFI=.960; TLI=.940;
RMSEA=.048; SRMR=.033. 31% of internet users say that they adjust their

privacy settings for certain internet services often or always3 . The results reveal that

this self-help strategy to cope with surveillance is positively associated with risk

awareness, with personal risk affectedness and with the level of algorithm skills.

Thus, for surveillance, we can accept hypotheses /15, FH42sand H3s. Furthermore,

the covariances of all influencing factors were significant and positive, which is in

line with our assumptions introduced above.

Figure 3 depicts the results of the SEM for the algorithmic risk distorted

information (D), only displaying significant influencing paths (p<.05).

3 See

https://ost.io/c7aj3/?view_only=5e5343dce34e4486a1d0750642¢1577f for distribution of

frequencies for all self-help strategies.
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Figure 3. Factors Associated with Internet Users’ Application of Self~-Help
Strategies to Cope with Distorted Information. Note. Standardized path
coefficients, p<.05; line width of hypothesized effects is scaled to the

coefficients. Napis=1,202; Swiss internet users aged 16 and over.

For the risk of distorted information (D), the fit indices of the SEM were also
acceptable: yp 2=134.552; dfp=39; p<.05; CFIp=.957; TLIp=.939; RMSEAp=.045;
SRMRp=.032. 46% of internet users state that they often or always double check
information online by using additional information sources or different search
engines. This self-help strategy to cope with distorted information is positively

associated with risk awareness and with the level of algorithm skills, but not with
risk affectedness. For the risk of distorted information, we can thus accept /77pand

H3p, but not /2p. Again, the covariances between the influencing factors were

significant and positive.

Figure 4 depicts the results of the SEM for the algorithmic risk internet

overuse (O), only displaying significant influencing paths (p<.05).
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Figure 4. Factors Associated with Internet Users’ Application of Self~-Help
Strategies to Cope with Internet Overuse. Note. Standardized path
coefficients, p<.05; line width of hypothesized effects is scaled to the

coefficients. Napis=1,202; Swiss internet users aged 16 and over.

For the risk of internet overuse (O), the fit indices of the SEM were good as well:
y0°=52.389; dfc=16; p<.05; CFlo=.972; TLI=951; RMSEAc=.044;
SRMRo=.020. 71% of internet users say that they often or always ignore automated
recommendations. This self-help strategy to cope with internet overuse is positively
associated with users’ risk awareness and with their algorithm skills. Moreover,
ignoring automated recommendations is negatively associated with personal risk
affectedness. Hence, for overuse, /1o and f30o can be accepted. For HZ2o the
direction of the effect is opposite to our expectations. In addition, awareness of
perceived overuse covaried significantly positively with risk affectedness. There was
no significant covariance between algorithm skills and either of the influencing
factors.

Alternative models tested the effects of sociodemographic background
variables (i.e., gender, age, educational attainment, and income) on risk awareness,
personal risk affectedness, and algorithm skills. There were no notable differences
in terms of effect sizes and directions as well as significance levels for the
hypothesized associations when sociodemographic variables were included,
indicating robustness of the models introduced above (Figures 2—4). However, the
alternative models’ fit was not satisfactory. Therefore, we decided to exclude

sociodemographic background variables from our analysis to ameliorate our models’
fit®,

* Refer to https://osf.io/c72j3/?view_only=5e5343dce34e4486a1d0750642¢1577f for an overview
over the SEMs including sociodemographic background variables.
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5 DISCUSSION

The analyses of the SEMs highlight the importance of a higher level of awareness
of algorithmic risks (1) and algorithm-specific algorithm skills (3) on the extent to
which internet users apply self-help strategies to cope with the algorithmic risks
surveillance (5), distorted information (), and overuse (O). In addition, we found
that personal risk affectedness (2) is positively associated with applying self-help
strategies to cope with surveillance (5), negatively associated with self-help to cope
with overuse (O), but not associated with self-help to cope with distorted
information (D). The negative effect for overuse can possibly be explained through
an exposure effect, i.e., a desire or need to use the internet extensively (e.g. through
professional or private social pressure, see Gui & Biichi, 2019) may lead to
experiencing personal risk affectedness like spending too much time on apps due
to automated recommendations merely because a lot of time is spent online;
needing to use the internet despite this and thus refraining from ignoring
automated recommendations is not an unlikely behavior and in line with extant
research on perceptions of internet overuse (Biichi et al., 2019).

Moreover, we found that awareness of algorithmic risks (1), personal risk
affectedness (2), and algorithm skills (3) have significant and positive covariances
with each other in the models for surveillance (S) and distorted information (D),
but not for internet overuse (O).

At the same time, the frequency with which internet users apply different
self-help strategies varies between types of risks. Overall, only few internet users
apply self-help strategies against surveillance and distorted information on a regular
basis. Previous research has suggested this for strategies to protect one’s privacy in
a similar way (see Boerman et al., 2018). On the other hand, ignoring automated
recommendations is more widespread. Explanations for this variation can lie in
different aspects of internet use. Viewing privacy as contextual integrity
(Nissenbaum, 2010) highlights that users’ judgement of data being shared differs
with regard to context, actors, attributes and transmission principles (Vitak &
Zimmer, 2020). Hence, internet users might judge certain self-help strategies
regarding specific algorithmic risks more important than others which may lead to
a difference in the use of self-help strategies.

Similarly, qualitative research has shown that the awareness of algorithms
varies across different services (Swart, 2021). This may relate to the awareness of
algorithmic risks and the felt need for applying strategies to cope with them. In
addition, the motives for the use of certain services might be associated with users’
online behavior. For instance, wanting to or having to use certain algorithmic
applications like social media can override the wish for privacy (Quinn, 2016).
Moreover, research has indicated that practices that mitigate the effect of
algorithmic selection are often deemed too laborious by users (Kormelink Groot &
Meijer Costera, 2014; Monzer et al., 2020). This can lead to users not taking

advantage of such strategies even if they wished for more agency over the contents
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that they are shown (Swart, 2021). Thus, the simpleness of use can be an important
factor for self-help strategies, just like knowing how to implement such protective
practices is (see Biichi et al., 2017). Another reason for not adopting a certain self-
help strategy may lie in the habitual use of algorithmic applications. Such habits
can be related to the behavior that one engages in (Montafio & Kasprzyk, 2008).
For instance, social media users may not consider unfollowing accounts that they
are no longer interested in (Swart, 2021). Social media applications are often woven
into users’ routines so that discontinuation of use would have severe consequences
(Dienlin & Metzger, 2016). The different self-help strategies vary in their impact
on users’ daily internet use. For instance, not using a certain service at all has a
different effect on internet use and its consequences than deleting cookies or
ignoring recommendations. This may affect the use of such strategies as well, and
consequently, users may refrain from applying them in the first place. In addition,
research has indicated that internet users do not see the automated data collection
and algorithmic analysis thereof as problematic in the first place, as they state that
they have nothing to hide (Demertzis et al., 2021). This suggests that in addition
to the possibility that individuals are not aware of risks or do not feel affected by
risks, they can also take on an attitude of having nothing to hide and thereby not
teel a need to apply any strategies to counter possible risks.

Specifically in Switzerland, people may feel rather certain about digital risks
as the GDPR from the EU is applied by many corporations that are operating in
Switzerland as well. Recent research has shown that the regulatory context of a
country can play a role for internet users’ felt need to change how they behave
because of potential online harms (Strycharz et al., 2022). At the same time,
research in Switzerland has shown that only 25% of internet users do not feel
exposed to any dangers when they are online. This suggests that there is still some
general skepticism towards safety online (Latzer et al., 2021).

Finally, the use of self-help strategies illustrates that while algorithmic-
selection applications exert power over their users, the users also have agency to use
those platforms to their ends by acting strategically (Bakardjieva, 2005; Ramizo,
2021; Selwyn & Pangrazio, 2018; van Dijck, 2009). The interaction with
algorithmic-selection applications can in turn influence the algorithms as in an
online environment, humans and algorithms form a recursive loop (Bucher, 2017,
Gillespie, 2014). However, users seem to not always be aware of this reciprocated
relationship (Swart, 2021). Assigning the responsibility for data protection in
algorithmic environments fully to the users is therefore problematic (Baruh &
Popescu, 2017).

The theoretical basis of this study roots in psychological concepts originating
in the field of health protection behavior (Montafio & Kasprzyk, 2008; Rogers,
1975; Rosenstock, 1974), to derive how users cope with risks online. In the field of
privacy protection, the privacy paradox (e.g., H.-T. Chen, 2018; Gerber et al.,
2018) and privacy calculus theory (e.g., H.-T. Chen, 2018; Dienlin & Metzger,
2016; Gutierrez et al., 2019) are approaches that try to explain why internet users
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engage with social media despite potential privacy-related risks. The mechanisms
that these theories propose may also inform the analysis of further algorithmic
applications that entail similar risks, and therefore, these concepts could be
incorporated in future research on algorithmic risk protection in a broader sense.

For this study, there are a few limitations to consider. First, our study includes
a variety of theoretically derived and empirically identified factors that are
associated with internet users’ self-help strategies aimed at reducing algorithmic
risks. Besides the factors that we identified based on our theoretical approaches,
turther factors that could be associated with internet users’ self-help strategies are
imaginable. For instance, previous research suggests that age, education, and gender
may affect online privacy protection (Biichi et al., 2021). In addition, future research
could focus on deriving additional potential influencing factors. For example,
internet users’ actions can be related to their trust in certain websites and services
(Pengnate & Sarathy, 2017). The degree of transparency of algorithmic processes
may be associated with users’ behavior as well (Dogruel et al., 2020; Kemper &
Kolkman, 2019). Moreover, besides the described factors, external shocks
(Rosenstock, 1974), like privacy scandals made public in the media, may also play
a role on the extent to which users apply self-help strategies to protect themselves
(Biichi et al., 2022). At the same time, Swart’s (2021) qualitative interviews indicate
that such scandals can be common knowledge among social media users without
leading them to stop using a certain service. Second, we decided to look at three
specific risks that relate to algorithmic selection: surveillance, distorted information,
and internet overuse. Future studies could include more digital risks, like for
instance discrimination through algorithmic selection (Noble, 2018). Third, we
looked at self-help strategies against algorithmic risks in general. In the future, such
self-help strategies could be investigated in their relative context, for instance with
case studies on self-help strategies regarding algorithmic selection on specific
platforms like Instagram or context-specific privacy behavior for instance related to
online purchases.

6 CONCLUSION

This study identifies factors that are associated with internet users’ self-help
strategies to cope with algorithmic risks. We found that internet users adjust their
privacy  settings, double-check information, and ignore automated
recommendations to cope with the algorithmic risks of surveillance, distorted
information, and internet overuse to varying degrees. The empirical results from
our study representative of Swiss internet users showed that their risk awareness (1),
their personal risk affectedness (2), and their level of algorithm skills (3) are
important influencing factors on internet users’ self-help strategies to cope with
these algorithmic risks.

Self-help strategies are a valuable mechanism for the reduction of algorithmic
risks. They provide a complementary governance option to the existing and
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emerging governance mix composed of regulation that is issued by state authorities,
industry’s self-regulation and market solutions. Appropriate statutory regulations
and clear guidelines are a prerequisite for the successful and adequate
implementation of such complementary self-help strategies that internet users can
apply.

This study analyzed the association of three theoretically derived factors with
self-help strategies to cope with three types of algorithmic risks that concern
internet users in their everyday digital life. It extends extant research about
algorithmic risks mostly limited to threats to privacy and contributes to the field of
governance of algorithms more broadly. Thereby, it provides an empirical basis for
deducting the apt governance mix and assessing the role that users’ self-help could
play therein to cope with algorithmic risks.
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